
 
 

Disclaimer: This is a demo document based on a real Spear Phishing email. For more 
information, visit our blog post here: whysettle.co.uk/qr-code-phishing/  NR v1 07/25 

This is a demo – and is safe to scan. 

 

 

All  

Employee Benefits Salary 

Base Wage Increased 

 

Dear [Your Name] 

 

Your attention is requested regarding an important document issued by the Human 

Resources / Payroll Department. 

Employee Name: support@whysettle.co.uk 

Date of Update: July 04, 2025 

Action Required: For your convenience, please scan the QR code below using your 

smartphone camera to access and review the document directly. 

Prepared By: Why Settle Technology HR Team 

Scan the QR below to review and sign document(s) 

Scan & Sign 

 

 

Thank you for your attention to this matter. 

 

 

Best regards, 

Why Settle Technology HR Team 

Confidentiality Notice: 

This message and any attachments are intended solely for the recipient. If you have 

received this email in error, please inform the sender immediately and delete it from your 

system. Unauthorized use, distribution, or disclosure of this email and its contents is 

prohibited. This communication has been scanned for viruses, but you are advised to open 

attachments with caution. 
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